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Introduction 

Overview 

The Ethernet Point Repeater is designed to forward Point Sensor packets received 

via radio or RS485 through the Ethernet network.  The Ethernet Point Repeater can 

forward sensor packets to a host using TCP/IP or UDP. 

Received Point Sensor packets can be forwarded to any of the media: TCP/IP, UDP, 

Radio, and RS485.  Any of the media can receive Point Sensor packets: TCP/IP, 

UDP, Radio and RS485. 

The Ethernet Point Repeater is configured through a simple ASCII 

command/response protocol.   The following media will accept commands: TCP/IP 

Command Port, Radio and RS485. 

The Ethernet Point Repeater can accept a connection from a host via TCP/IP or the 
unit can initiate a connection to a host.  The Ethernet Point Repeater can try up to 3 

destinations if the unit fails to establish a connection. 

Please consult the documentation for your sensor for a description of the sensor 

packet. 
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Models 

 

Model Media Description 

EPR-485-418-POE RS-485/418 Mhz RS-485 port, 418 Mhz receiver 

and POE 

EPR-485-433-POE RS-485/433 Mhz RS-485 port, 433 Mhz receiver 

and POE 

EPR-485-900-POE RS-485/900 Mhz RS-485 port, 900 Mhz receiver 

and POE 

EPR-485-2.4-POE RS-485/2.4 Ghz RS-485 port, 2.4 Ghz receiver and 

POE 

EPR-485-418 RS-485/418 Mhz RS-485 port, 418 Mhz receiver 

EPR-485-433 RS-485/433 Mhz RS-485 port, 433 Mhz receiver 

EPR-485-900 RS-485/900 Mhz RS-485 port, 900 Mhz receiver 

EPR-485-2.4 RS-485/2.4 Ghz RS-485 port, 2.4 Ghz receiver 
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Connecting the Ethernet Point 
Repeater 

Overview: Connecting 

The Ethernet Point Repeater has three communication ports: Ethernet-TCP/IP, 

900/2.4 Mhz/Ghz transceiver or 418/433 Mhz receiver, and an RS485 port.  The 

Ethernet Point Repeater will respond to commands on all ports.  The Ethernet Point 

Repeater can make connections to a host computer through each of these ports.  The 

Ethernet Point Repeater with the 418/433 Mhz receiver can only receive sensor data.  

It cannot process commands or initiate connections through this receiver.  Before 

using the Ethernet Point Repeater, you should carefully evaluate the communication 

resources available at the site where the Ethernet Point Repeater will be installed. 

 

 

 

 

 

 

 

Ethernet Port Ethernet Link Power Connection 

Power & Activity  

RS485 Port 
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Setup & Startup 

Depending on your specific unit, thread the supplied antenna(s) to the antenna 

connector(s) to the Ethernet Point Repeater.   

If using Ethernet, connect the RJ-45 cable to the Ethernet Point Repeater (use a 

straight cable when connecting to a LAN; use a crossover cable when connecting 

directly to a  PC).  The green light will light if there is an active Ethernet connection.  

See the following section for more information. 

Connect the provided power supply to the Ethernet Point Repeater if using an 

external power supply or plug the unit into an Ethernet network that provides Power 

Over Ethernet (PoE) for the PoE model.  When power is applied, the Ethernet Point 

Repeater will turn on the red power light.  The red light indicates that the Ethernet 
Point Repeater is functioning.  It may take a few seconds before the power light is 

turned on.  If Ethernet Point Repeater starts looking for a DHCP Server (by default) 

but cannot find one, the unit will turn on the red power light after 15 seconds.  

The Ethernet Point Repeater also uses the red power light to indicate reception of a 

packet from a Point sensor.  The Ethernet Point Repeater will blink the red light 

momentarily indicating a packet has been received and processed. 

NOTE:  If you are using the built-in 418/433 Mhz receiver or an external receiver, 

install the antenna or the receiver unit as far away as possible (minimum of 2 feet) 

from the Ethernet Point Repeater and any electronics equipment. These devices can 

radiate noise at 418/433Mhz that will diminish the receiver unitôs performance. 

Ethernet ï TCP/IP 

LAN Connection 

Check with your network administer before connecting the Ethernet Point 

Repeater to a LAN. 

Dynamic IP Address 

By default the Ethernet Point Repeater is capable of being assigned an IP address 
automatically by the network if the network has a DHCP Server.  Connect the 

Ethernet Point Repeater using a straight through Ethernet cable to the LAN.  Connect 

power to the Ethernet Point Repeater.  If the óEthernet Linkô light is on, then the 

Ethernet Point Repeater is connected physically and electrically to the LAN. 

The next task is to obtain the IP address assigned to the Ethernet Point Repeater.  

Run the Discover utility that came with your Ethernet Point Repeater (or obtain the 

utility from your dealer).  Using the Discover utility, note the IP address for this 

Ethernet Point Repeater.   

Another method to finding the IP address is to connect via the serial port with your 

PC.  Follow the instructions as described in the section that follows called "Serial 
Ports" and issue the "IP" command. 

Static IP Address 

In order for the Ethernet Point Repeater to communicate TCP/IP, it needs an IP 

address, network mask, and possibly a gateway address.  You may need to consult 

with your network administrator to determine these parameters.  Chances are you 
will have to change the Ethernet Point Repeaterôs default IP address: IP address 
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192.168.1.55, network mask 255.255.255.0, no gateway address and port 1000 and 

turn off dynamic IP address mode.  You can change these settings using the "CIDS" 

and  ñCISò commands through any of the communications ports.  If you need to use 

the Ethernet port to change these settings see the next section ñDirect to PCò.   

Example 
Command: <^B>CIDSF,F<CR>  

Response:  <^B>CIDSF<CR> 

Remarks: turn off dynamic IP mode.  

Command: <^B>CIS192.168.1.46,255.255.255.0,192.168.1.200<CR>  

Response:  <^B>CIS192.168.1.46<CR>  

Remarks: set IP address to ñ192.168.1.46ò, subnet mask 

toò255.255.255.0ò and gateway to ñ192.168.1.200ñ.   

<^B> is STX (02H). Press Ctrl and B using a terminal emulation program. 

<CR> is 0DH.  Press Enter using a terminal emulation program.  

Connect your Ethernet Point Repeater through its Ethernet port to the LAN with a 

straight through Ethernet cable.   The óEthernet Linkô light will turn on indicating a 

valid Ethernet physical connection.  To test if the connection is valid and the 

Ethernet Point Repeater is set up properly, use the Ping utility on your computer and 

ping the Ethernet Point Repeaterôs IP address.  You can also use the Discover tool to 
locate the Ethernet Point Repeater if you do not know its IP address. 

Direct to PC 

The Ethernet Point Repeater can be connected directly to a computer through the 

Ethernet port by a crossover network cable.  You may need to change the TCP/IP 

settings on your PC and/or the settings in the Ethernet Point Repeater.  If the 

Ethernet Point Repeater's address cannot be automatically assigned, the Ethernet 

Point Repeater will default to address 192.168.1.55, subnet mask of 255.255.255.0 

and port 1000.  You will need to set the computerôs address to an address on the 

Ethernet Point Repeaterôs subnet or change the Ethernet Point Repeaterôs address to 

match the computerôs subnet mask.  To change the IP settings on a computer running 

the Windows operating system, follow these steps: select the following óControl 
Panel -> Network -> TCP/IPô; select the TCP/IP service for your network card; 

choose óProperties->IP Addressô; choose óSpecify an IP Addressô (example: 

192.168.1.40   255.255.255.0); and fill in the initial values for subnet mask and IP 

address.   View the LAN connection status or run IPCONFIG to verify changes.  

When finished changing the IP address and connecting the computer to the Ethernet 

Point Repeater, use the Ping utility on your computer and ping the Ethernet Point 

Repeater to verify your settings and connection.   
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Quick Startup Procedure 

Use the following procedure to quick start using the Ethernet Point Repeater: 

 

1) Using an Ethernet cable, connect the Ethernet Point Repeater to your 

network. 

2) If powering externally, connect the external power supply to power and 

to the unit. 

3) Obtain from your dealer the Discover Utility.  Run the Discover Utility 

on a PC that is on your local LAN.  The utility will list all Ethernet 

Point Repeaters on your  local LAN. 

4) Select the listed Ethernet Point Repeater and right click.  Select 

Hyperterminal or Telnet. 

5) Enter the command <^B>US<CR>.  This command places the unit in 

PassThru mode.  Note: <^B> = press the CTRL key and the ñBò key at 
the same time.  <CR> = ENTER key. 

6) Wait for sensors packets to be transmitted or press the service button on 

a transmitter. 

 

 

 



Ethernet Point Repeater Manual Connecting the Ethernet Point Repeater    11 

  

 

 

Command Radio (Option) 

 

The Command Radio is a 900 Mhz/2.4 Ghz transceiver used to receive sensor 
packets from 900 Mhz/2.4 Ghz sensors and Point Repeaters and send commands to 

the Ethernet Point Repeater.  Use the ñCRò command to set the radio parameters.  

All 900 Mhz/2.4 Ghz sensors and Point Repeaters must be set to the same radio 

parameters.  The default parameters are ñ505ò for the network id and ñ5ò for the hop 

table (Channel 7). 

 

RS-485 Port 

The Ethernet Point Repeater has an external serial port that uses RS485.  A host, 

radio receiver or wired sensor can be connected.  The serial port can receive packet 

information from a wired sensor or receive commands and send responses.  Ethernet 
Point Repeater uses communication parameters of 19200 baud, 8 data bits, 1 stop bit 

and no parity.  

The RS-485 Port can be used to connect RS-485 wired sensors (2 wire).  These 

sensors can be multidropped (more than one sensor connected to the RS485 port).    

The following shows the connector pin out: 

 

Pin Description 

+ + communication signal TX/RX 

- - communication signal TX/RX 

GND Ground 

 

 

Note: PoE option.  Great care must be given to using RS485 when using the PoE 

feature of the Ethernet Point Repeater.  The PoE interface is not isolated and can 

affect the RS485 interface.  It best to use an isolated RS485 interface when using the 

PoE function. 
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Common Software Tools 

Software 

Discover Utility 

Discover utility identifies Ethernet Point Repeaters on a network.  It lists Ethernet 

Point Repeaters found using the UDP Discovery feature.  The Discover Utility 

provides key properties of the Ethernet Point Repeater: name, type, IP address, 

firmware version and other communication parameters.  The Discovery provides a 

convenient launch pad to launch HyperTerminal or Telnet to connect to the selected 

Ethernet Point Repeater.  Contact your dealer to obtain this utility. 

PC Utilities and Tools 

The interface to the Ethernet Point Repeater was designed to meet common 

standards and be easy to use.  You can use common software that either comes with 

your PC operating system or can be purchased to diagnose common problems and to 
communicate with the Ethernet Point Repeater.  You can use a communication 

program that has terminal emulation to get familiar with the Ethernet Point Repeater 

commands and communications.  Once you are familiar with the commands, you can 

automate the communications using common development programming languages. 

Here are some examples of common software: 

Microsoft Windows 

Ping ï simple program to test the TCP/IP connection. 

Telnet ï simple program to send commands and see responses via TCP/IP.  

Note: Ethernet Point Repeater uses port 1000 as default. 

Ipconfig ï utility that shows the computerôs IP address (DOS program). 

HyperTerminal ï provides terminal emulation program to communicate via 

TCP/IP and serial port.  Note: HyperTerminal can answer calls via 

TCP/IP but does not work very well with the Ethernet Point Repeater in 

this mode because HyperTerminal echoes characters it receives. 

Procomm (Symantec) ï third party program ï provides terminal emulation 
to communicate via TCP/IP and serial port. 
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Other Operating Systems 

Ping ï simple program to test the TCP/IP connection. 

Telnet ï simple program to send commands and see responses via 

TCP/IP.  Note: Ethernet Point Repeater uses port 1000 as default. 

 

Software Development Suggestions 

The following are some notes and suggestions concerning developing software for 

the Ethernet Point Repeater: 

1) Expect the network connection to be disrupted.  Write your software to detect a 
TCP/IP disconnect.  You can accomplish this by sending a command like ñUSò 

every 30 seconds and then retry the connection if it got dropped. 

2) If you have the Ethernet Point Repeater initiating a connection to your host, set 

the Periodic Interval (ñCMPSò command) to a value large enough to allow 

connection attempts to reach the Ethernet Point Repeater.  The unit has only one 

socket that can do both accepting and initiating connections.  If you make the 

Periodic Interval too small then you might have difficulties making a connection 

to the Ethernet Point Repeater. 
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Ethernet Point Repeater 
Functions 

Pass-Thru Mode 

Overview 

Ethernet Point Repeater can be placed in a mode where packet information that it 

receives can be repeated via Ethernet, Command Radio, RS-485 or UDP.   Any 

packet received either through receiver or any of the media will be repeated through 

the media that are in Pass-Thru mode.  A packet received through a media will not be 

repeated through that specific media.  For instance if a packet was received through 

the Command Radio, the Ethernet Point Repeater will not repeat the packet through 

the Command Radio even though it is in Pass-Thru mode. 

 

 

 

 

 

 

 

 

 

Pass-Thru Mode 

 

All Media 

To set up the Ethernet Point Repeater for Pass-Thru mode, send the ñUSò command 

on the media you wish to receive packets.  The packet is an ASCII Hexadecimal 

string of 29 characters (or 31 characters if location information from a Point 

Repeater is included).  The content of this string depends on the type of transmitter 
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that originally sent the packet.  Check the specification for the transmitter for more 

information. 

Use the "UM" command to place other media (other than the one currently 

connected) in or out of Pass-Thru mode.  Use the "UMR" command to determine 

which media are in Pass-Thru mode. 

For the media in Pass-Thru mode, the Ethernet Point Repeater does not apply the 
Inactivity Timeout. 

Ethernet Point Repeater can passively wait to be placed in Pass-Thru mode or 

actively push a connection and then go into Pass-Thru mode.  Ethernet Point 

Repeater has a Media Callout Table that it uses to place and maintain a connection 

with the Ethernet Point Repeater.  The ñCMSò, ñCMRò, ñCMCò, ñCMPSò and 

ñCMPRò commands are used to set and maintain Media Callout Table.  You specify 

the media how to aggressively to retry the connection if the connection is disrupted. 

 

 

 

 

UDP Pass-Thru 

Using UDP Pass-Thru 

 

 

 

 

 

 

 

 

 

 

 

 

 

UDP Pass-Thru to Host 
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UDP Pass-Thru to Master Ethernet Point Repeater Connected to Host 

 

By using the UDP Pass-Thru feature, Ethernet Point Repeaters can be used in a 

variety of topographies.  The Ethernet Point Repeater can be used as essentially as an 

Ethernet repeater supplementing the RF repeater network therefore the Ethernet 

networking infrastructure at a facility can be leveraged.  The network of Ethernet 

Point Repeaters can be configured to repeat sensor packets to a central Ethernet Point 
Repeater that may then be configured to connect to the Internet.  Instead of a central 

Ethernet Point Repeater, a PC can be used.   Ethernet Point Repeater can pass 

through sensor packets to one or more destinations. 

 

Ethernet Point Repeaters support 3 different modes to balance ease of setup and use 

of network resources. 

 

UDP Pass-Thru Modes 

 

Broadcast mode: When the Ethernet Point Repeater receives a sensor packet 
through any of the media, the Ethernet Point Repeater will repeat this packet by 

broadcasting the packet to the network using UDP.  All network devices within this 

network segment listening on port will hear this packet.  Some routers may not 

support UDP broadcast. 

 

Discovery mode:  If the Ethernet Point Repeater receives a discovery UDP packet, 

the Ethernet Point Repeater will take the source IP and add it to the Pass-Thru 

Destination table.  The Ethernet Point Repeater will start repeating sensor packets to 

the source IP address.  If the Ethernet Point Repeater does not receive the discovery 

upd packet within 15 minutes, the Ethernet Point Repeater will remove the source IP 
address form the Pass-Thru Destination table.  The Ethernet Point Repeater will then 
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stop repeating packets to that destination.  The discovery UDP packet will need to be 

sent periodically in order for the Ethernet Point Repeater to continue to repeat sensor 

packets to the destination.  Up to 5 destinations can be supported. 

 

Set destination mode:  If the Ethernet Point Repeater receives a Set Destination 
UDP packet, the Ethernet Point Repeater will add the destination IP address that is 

embedded as parameter in the packet to the Pass-Thru Destination table.  The 

Ethernet Point Repeater will start repeating sensor packets to the source IP address.  

If the Ethernet Point Repeater does not receive the discovery upd packet within 15 

minutes, the Ethernet Point Repeater will remove the source IP address from the 

Pass-Thru Destination table.  The Ethernet Point Repeater will then stop repeating 

packets to that destination.  The Set Destination UDP packet will need to be sent 

periodically in order for the Ethernet Point Repeater to continue to repeat sensor 

packets to the destination. Up to 5 destinations can be supported. 

 

 

Discovery 

Using the Discovery feature, Ethernet Point Repeaters on a network can be identified 

by name.  The following information is obtained:  identifying name, local IP address, 

port number, UDP port, MAC address, Locator ID and firmware version.  The 

discovery feature is especially useful when the IP address of the Ethernet Point 

Repeater is set dynamically; there is no convenient way to find the Ethernet Point 

Repeater otherwise.  The Discovery feature is enabled by default.  Use the ñCYPò 

command to enable/disable this feature.   

When an UDP Discovery Request is received, the Ethernet Point Repeater will 

respond with a UDP Discovery Response which contains the describing information.  

An application can send the UDP Discovery Request to a specific Ethernet Point 
Repeater or typically the application will broadcast the packet across a LAN segment 

or network where a router will support broadcast packets.  The UDP Discovery 

Response is directed to the sender.  

The Discover Utility is a PC Windows application that is provided with the Ethernet 

Point Repeater.  Contact your dealer to obtain a copy of the utility.  The Discover 

Utility will list the found Ethernet Point Repeaters.  It provides a convenient 

launching point to start HyperTerminal or Telenet. 

In the Appendix, the sections Packet Formats: UDP Discovery Request and UDP 

Discovery Response discuss the format of the UDP packet to be able to customize an 

application to support the Discovery feature. 

See the ñCYPò and ñCYDò commands for more information about using Discovery.   

 

Ethernet Point Repeater Callout 

The Ethernet Point Repeater can initiate a connection to a host computer through the 

RS485 port, Command Radio and Ethernet. 

Ethernet Point Repeater uses the Media Callout table to know how to make the 

connection with an external host.  The Media Callout table tells the Ethernet Point 

Repeater what media to use (TCP/IP, Serial or Command Radio) and IP address or 
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host name to use to make the connection.  The Ethernet Point Repeater will try the 

connection multiple times based on the programmed number of tries.  The Ethernet 

Point Repeater considers a callout successful when it receives valid Ethernet Point 

Repeater command from the host 

The Ethernet Point Repeater uses a periodic interval value to initiate the connection 

attempt.  During the attempt the Ethernet Point Repeater uses the Media Callout 
table to make the connection. 

Media Callout Table 

The Media Callout Table specifies how the Ethernet Point Repeater makes a 

connection to the host computer.  The Media Callout Table has three entries for the 

connection definition.  The Ethernet Point Repeater can make a connection to each 

of the media types: Ethernet (TCP/IP), Command Radio and both Serial ports.  Each 

entry represents a type of media and connection information to connect to a host.  

For the TCP/IP connection, the user will specify an IP address or host name with an 

IP port.  For Command Radio or Serial, the user will specify an identifier string.  The 

Ethernet Point Repeater will try each entry in the Media Callout Table a set number 

of times until the Ethernet Point Repeater receives a valid command to reset the 
calling condition.  The following illustrates the flow of commands and actions: 

 

Host Actions Ethernet Point Repeater actions 

Sends the setup command: 

CMS2,30(Twww.myhost.com) 

(T192.168.1.100:1000) (SCalling) 

Note: two entries are made in the Media 

Callout.  The first entry is for the Ethernet 

Point Repeater to connect to the hostname; 

the second is for the Ethernet Point 

Repeater to use an IP address; the third is to 

send a message across the Serial port. 

 

é Time later é  

 Periodic Interval expires and the unit 
starts the callout process. 

 Ethernet Point Repeater tries TCP/IP 

with www.myhost.com.  Ethernet 

Point Repeater fails to connect 

 Ethernet Point Repeater waits 30 

seconds 

 Ethernet Point Repeater tries TCP/IP 

with www.myhost.com.  Ethernet 

Point Repeater cannot resolve host 

name. 

 Ethernet Point Repeater waits 30 

seconds 

 Ethernet Point Repeater tries TCP/IP 

with address 192.168.1.1000 at port 

1000.  Ethernet Point Repeater 

succeeds in connecting to host 

 Ethernet Point Repeater waits 30 

seconds 

 Ethernet Point Repeater tries TCP/IP 
with address 192.168.1.1000 at port 

1000.  Ethernet Point Repeater 

http://www.myhost.com/
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succeeds in connecting to host 

 Ethernet Point Repeater waits 30 

seconds 

 Ethernet Point Repeater tries the 

RS485 port by send the string 

ñCallingò.  No response is given 

 Ethernet Point Repeater waits 30 

seconds 

 Ethernet Point Repeater tries the 

RS485 port by send the string 

ñCallingò.  No response is given 

Disconnects the media  

Prepares for the periodic interval to expire 
before attempting again. 

 

 

The ñIDò command provides information on the current state of the Media Callout 

Table. 

 

DHCP 

The Ethernet Point Repeater can have its IP address automatically assigned by a 

DHCP server.  The Ethernet Point Repeater can have its IP address, subnet mask, 

gateway, name server and SMTP server dynamically assigned.  By default, the 

Ethernet Point Repeater is set up for dynamic IP.  To enable or disable dynamic 

addressing, use the ñCIDò command.  If the Ethernet Point Repeater cannot find a 
DHCP server, the Ethernet Point Repeater will fall back to the static IP address or 

use the IP address of ñ0.0.0.0ò (depending on the setting of the ñCIDò command).  

The Ethernet Point Repeater will periodically try to make contact with the DHCP 

server until the DHCP server provides the IP address if no DHCP server could be 

found at power up.  Use the ñIPò command to retrieve the current IP address 

(whether dynamically assigned or statically assigned). 

Note:  To determine the dynamically assigned IP address, issue the "IP" command 

across any of the media or use the Discover utility. 
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Password Protection 

Ethernet Point Repeater controls access to the different resources of the Ethernet 

Point Repeater through passwords.  There are two levels of Login access for the 

Ethernet Point Repeater: Data and Configure.  Through the Data Login, the Ethernet 

Point Repeater allows access to the data portions of the Ethernet Point Repeater like 

setup information.  Through the Configure Login, the user can make changes to the 
Ethernet Point Repeater setup.  With the Configure Login, the Ethernet Point 

Repeater allows access to the data portions of the Ethernet Point Repeater like the 

setup information.   If the Login password has been configured and the user has not 

logged in yet, the Ethernet Point Repeater will respond with an error message to 

commands. 

 

User the ñLIò command to Login in the Ethernet Point Repeater via commands. 

Use the ñLOò command to Logout of the Ethernet Point Repeater.  The Ethernet 

Point Repeater will automatically log out a user after the Inactivity Timeout has 

expired (1 minute).   

Use the ñCPò command to set the passwords. 

Note: The passwords are case-sensitive. 

 

Reset To Factory Settings 

Use the following procedure to reset the Ethernet Point Repeater back to factory 

settings: 

1. Find and unfold a paper clip 

2. Power down the Ethernet Point Repeater. 

3. Insert paper clip in the small hole located in the bottom left of the unit. 

4. Press the paper clip until you feel the internal button engage. 

5. While engaging the button, power up the Ethernet Point Repeater. 

6. Wait for the red power light to flash at regular rate of about once a second. 

7. Remove the paper clip.  The Ethernet Point Repeater will go through a reset 

cycle.  The red power light will turn off and then later turn back on.  The 

unit has just been reset to factory defaults.
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Communicating with the Ethernet 
Point Repeater 

Ethernet Point Repeater Protocol 

The system for communicating with the Ethernet Point Repeater is based on a 

command-response architecture.  Every submitted command will receive a response, 

as long as there is a connection.  Successful commands are responded to with an 

echo of the primary command, and if the command returns data, the data is appended 

to the primary command echo after a comma (if the comma is part of the command).  

The primary command is the submitted command string in its entirely or up to but 

not including the first comma.   Sending the next command before receiving a 

response to the last command is an error.   

Each command must be prefixed with an ASCII 02 character (STX) (on most 

terminal emulation programs, type Ctrl-B) and must end with an ASCII 13 character 

(CR) (on most terminal emulation programs, type Ctrl-M or Enter).  This protocol 

will work with all the Ethernet Point Repeater communication media: Serial port, 

Command Radio (option) and TCP/IP. 

 

Example 

Command:  <STX>CDR<CR> 

Response: <STX> CDR,00:90:C2:CF:19:E7,REF12_002<CR> 

Remarks: <STX> is an ASCII 02 (or Ctrl-B on the keyboard) 

<CR> is an ASCII 13 (or Ctrl-M or Enter on the 

keyboard) 

 

There is an additional layer of communications protocol that is media-specific.  This 

has been added to ensure reliability when using media lacking built-in error 

detection. This protocol is recommended to be used with the Ethernet Point 

Repeaterôs Command Radio, and Serial ports. The command must be prefixed with 

an ASCII 01 character (SOT) (on most terminal emulation programs, key in Ctrl-A), 

then following the command with a 4-character ASCII hex CRC16.  The command 
is then terminated with an ASCII 13 character (CR) (on most terminal emulation 

programs, key in Ctrl-M or Enter).  The CRC16 must be calculated using the full 

command but does not include the ASCII 01 (SOT) or the ASCII 13 (CR).   An 
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ASCII 01 (SOT) prefixed command not followed by a CRC16 will result in an error.  

Ethernet Point Repeater will respond with a response prefixed with an ASCII (SOT), 

followed by a 4-character ASCII hexadecimal CRC16 and terminated with the 

ASCII 13 (CR).  The returned CRC16 is calculated using the full response but does 

not include the ASCII 01 (SOT) or the ASCII 13 (CR). 

Note: The letters of the 4-character ASCII hexadecimal CRC16 must be in 
uppercase. 

 

Example   

Command:  <SOT> CDR2943<CR> 

Response:   <SOT> CDR,00:90:C2:CF:19:E7,REF12_0022DD0<CR> 

Remarks:    <SOT> is an ASCII 01 (or Ctrl-A on the keyboard); <CR> is an 

ASCII 13 (or Ctrl-M or Enter on the keyboard); ñ2943ò is the 

calculated CRC16 value in 4-character ASCII hexadecimal of the 

command ñCDRò;  ñ2DD0ò is the calculated CRC16 value in 4-
character ASCII hexadecimal of the response 

ñCDR,00:90:C2:CF:19:E7,REF12_002ò. 

 

Note: Command Radio requires the <SOT>cmdCRC16<CR> protocol.   Command 

sent using the <STX>cmd<CR> protocol will not be normally be honored.  If the 

"CTB" (<SOT>CTB254F<CR>) command is sent, the Ethernet Point Repeater will 

honor the <STX>cmd<CR> protocol until the connection closes (usually because of 

the inactivity time). 

 

CRC16 Algorithm 

The CRC16 Algorithm is a sophisticated method of checking the integrity of 

transmitted data for transmission errors.  The algorithm indicates whether or not the 

data has any error.  It does not indicate which bit or how the error occurred.  Ethernet 

Point Repeater ignores data packets that have errors.  The host should resend the 

command if the response from the Ethernet Point Repeater has errors. 
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Example C function 
// on entry:  dataptr ï pointer to array of bytes ï pointer to start 

of the bytes to be CRC16.  

//   len ï number of bytes in the array to apply CRC16  

//   seed ï starting seed of the CRC16 (for Ethernet Point Repeater 

use 0)  

// on exit:  calculated CRC16 value  

 

const short oddparity[16] = { 0,  1, 1, 0, 1, 0, 0, 1, 1, 0, 0, 1, 0, 1, 

1, 0 };  

Word DoCRC16(byte *dataptr, Word len, Word seed)  

{  

 Word CRC16;  

 int i;  

 Word data;  

 

 CRC16 = seed;  

 for (i=0; i<len; i++)  

   {  

  data = dataptr[i];  

  data = (data ^ (CRC16 & 0xff)) & 0xff;  

  CRC16 >>= 8;  

  i f (oddparity[data & 0xf] ^ oddparity[data >> 4])  

   CRC16 ^= 0xC001;  

       

  data <<= 6;  

  CRC16 ^= data;  

  data <<= 1;  

  CRC16 ^= data;  

   }  

 return CRC16;  

}  
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 Command Overview 

Command Syntax 

The following table describes the shorthand used to define each command. 

Syntax Element Purpose 

< > Enclose a set of options, ones of which is required 

| Separates elements in a set of options 

[ ] Enclose an optional expression 

é Denotes variable length 

1 ,éx Marks repeatable expression 

n Only or low row number of a sensor 

m High row number of a sensor 

Italics Strings in italics are place holders for values 

 

Rules governing commands include: 

 Command strings may contain no spaces. 

 Reserved characters: commas (,), pipes ( | ), SOT (ASCII 1), STX 

(ASCII 2), colons (:), carriage returns (ASCII 10), and the bell code 

(ASCII 7) are reserved, and may only appear as part of the command 

syntax.  Do not use these characters in label names or state names. 

 Command strings have a maximum length of 128 characters. 

 When specifying a range, the maximum is ten sensors. Specifying a 

range including more than ten will return an error. 

 

 

Future Compatibility 

All commands and fields will be maintained for downward compatibility.  Future 

function in the Ethernet Point Repeater will be added by extending commands with 

commas and adding new commands.  These added fields will be optional for the 

command syntax. 
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Command Outline 

Command List 

Command Description Options & Parameters 

C Setup Check Value  

CD<S|R> Configure/Read 

Identification Label 

<Set|Read>(ID Name) 

CE<S|R>B Configure/Read 

Periodic Interval 

<Set|Read> (reserved, reserved, 

periodic timer interval, reserved, 

reserved, reserved, reserved, reserved) 

CI<S|R> Configure/Read IP 
Address 

<Set|Read> (IP Address, Subnet [, 
Gateway][, Name Server][,Port]) 

CID<S|R|C> DHCP Enable <Set|Read|Clear>(dynamic,fallback) 

CIP<S|R> IP Ports <Set|Read>(reserved, cmdport) 

CM<S|R|C> Configure/Read 

Media Callout Table 

<Set|Read|Clear> (tries, time between 

tries(specific media connections)) 

CP<D|C> Configure Login 

Passwords 

<Data|Configure> (password) 

CR<S|R> Configure Radio <Set|Read>(hop table, network id) 

CT<S|R> Configure Media 

Ports 

<Set|Read>(mediainstanceMedia) 

CTB Set Simple Protocol  

CX<S|R> Configure Packet 

and TCP Watchdog 

<Set|Read >(pkttime,tcptime,override) 

CYD<D|R|S> Configure UDP 

Pass-Thru 

Destinations 

<Set|Read|Delete>(row) 

CYP<R|S> Configure UDP 

Pass-Thru 

Parameters and 

Discovery 

<Set|Read> (mode, discovery, 

passthrulisten, tries, locator, ptmode, 

port) 

ID Information 

Delivery 

(id, state, try, parameters) 

IIU  Information UDP 
Pass-Thru 

Destination 

 

IM  Media Information  

IP Information IP 

Settings 

(isdynamic,successfully bound,IP 

address, subnet mask, gateway, name 

server, SMTP server) 

IV  Version Information  

L<I|O|O C> Login/Logout <In|Out|Out&Disconnect> (password) 

P<n|A|ING> Force Call ï Push 

Connection 

<media index|All| > (name or ip 

address) 

S Get Setup Check 

Value  

 

U[N|Q|R|S] Pass-Thru Mode [None|Quiet Mode||Read|Standard 

Mode] 

UM[S|R] Pass-Thru Mode 

Direct 

<Set|Read>(InstanceMediaMode) 

V<B|E> Verbose Mode <Begin|End> 
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Commands 

 

 óCô ï Setup Check Value 

 

Command/Response Syntax Command:  C 

Response:  Ccheckvalue 

 

Parameters Where: 

 checkvalue ï  number from 0 to 4294967295 

 

Login Level Login Level:  CB ï Configure 
CE ï Configure 

 

Description Use the ñCò command to obtain a check value. The setup check value is integrity 

check of all the setup parameters.  This value can be used to determine if the setup 

has changed. 

 

Examples  

Command: C 

Response:  C1195934126  
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óCDô ï Configure/Read Identification Label 

 

Command Options CD<S|R> 

S ï set the Ethernet Point Repeater Identification Label 

R ï read the Ethernet Point Repeater Identification Label 

Command/Response Syntax Command:  CDSlabel 

Response:  CDSlabel 

Command:  CDR 

Response:   CDR,MAC,label 

Parameters Where: 

 label ïlabel name used to identify the Ethernet Point Repeater.  (maximum 

19 characters) 

MAC ï Ethernet Point Repeaterôs Ethernet MAC address 

 

Login Level Login Level:  CDS ï Configure 

CDR ï None 

 

Description Use the Ethernet Point Repeater Identification Label to uniquely identify the 

Ethernet Point Repeater.  The MAC address is permanently part of the Ethernet Point 

Repeater, cannot be changed and is unique for all Ethernet interfaces.   By default the 

Ethernet Point Repeater uses the MAC address as part of the Indentification Label.  

(ex. ñEPR00225000231Aò) 

 

Examples  

Command: CDSmy Ethernet Point Repeater  

Response:  CDSmy Ethernet Point Repeater  

 
Command: CDR 

Response:  CDR,00:90:C2:C0:15:D9, my Ethernet Point Repeater  

Remarks: ñ00:90:C2:C0:15:D9ò is the Ethernet Point Repeaterôs MAC.  ñmy 

Ethernet Point Repeaterò is the identification label for the Ethernet 

Point Repeater.  
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óCESBô & óCERBô  - Configure/Read Periodic Interval 

 

Command Options CE<S|R>B 

S ï set the system events 

R ï read the system events 

Command/Response Syntax Command:           CESBreserved, reserved,, periodic timer interval[l, reserved, 

reserved, reserved, reserved] 

Response:  CESB 

Command:           CERB 

Response:            CERB,,,periodic timer interval,,,, 

Parameters Where:   

periodic timer interval ï interval timer for the Periodic Interval Callout 

(ddhhnnss: where ñddò is days; ñhhò is hours; ñnnò is minutes; ñssò is 

seconds).  ñ0ò or ñ00000000ò turns off the Periodic Interval Callout.  
CERB returns ñnaò when Periodic Interval Callout is off. 

 

Login Level Login Level:  CESB ï Configure 

CERB ï Data 

 

Description 
The periodic timer interval determines how often the Ethernet Point Repeater 

attempts to connect to a destination using the Media Call Out table. 

 

Note:  If you have the Ethernet Point Repeater initiating a connection to your host, 

set the Periodic Interval to a value large enough to allow connection attempts to 

reach the Ethernet Point Repeater.  The unit has only one socket that can do both 
accepting and initiating connections.  If you make the Periodic Interval too small 

then you might have difficulties making a connection to the Ethernet Point Repeater. 

The ñCMPRò and ñCMPSò commands are simpler commands to set the periodic 

timer interval. 

 

Examples  

 
Command: CERB 

Response:  CERB,N,0,00000000,na,0,N,0,N,N,  

Remarks:  No Periodic Interval Callout set  

 

 
Command: CESB,,00000030  

Response:  CESB 

Remarks:  Set Periodic Interval Callout to 30 seconds  

 
Command: CERB 

Response:  CERB,N,0,00000030,00002634,0,N,0,N,N,  

Remarks:  Periodic Interval Callout is set to 30 seconds  
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 óCIô- Configure/Read Static IP Address 

 

Command Options CI<S|R> 

S ï set the Ethernet Point Repeater static IP address 

R ï read the Ethernet Point Repeater static IP address 

Command/Response Syntax Command:  CISip address, subnet mask[, gateway address][,name server]  

 [,port] 

Response:  CIS 

Command:  CIR  

Response:  CIR, ip address, subnet mask, gateway address, name server, port 

Parameters Where:   

ip address ï IP address formatted as xxx.xxx.xxx.xxx 

subnet mask ï subnet mask formatted as yyy.yyy.yyy.yyy 

gateway address ï gateway address formatted as zzz.zzz.zzz.zzz. (required 
for email support) 

name server ï ip address of the name server formatted as vvv.vvv.vvv.vvv. 

(required for email support) 

port ï IP port number (optional) (default is 1000) 

 

Login Level Login Level:  CIS ï Configure 

CIR  ï Data 

 

Description In order to use the Ethernet Point Repeater Ethernet interface, the Ethernet Point 
Repeater must be assigned an IP address and a subnet mask.  The gateway address is 

optional if all communication is within a LAN.  The name server and gateway are 

required when pushing a connection outside of the LAN.  Consult your network 

administrator for more information.   

Note: Telnet uses port 23 by default. 

Note: Use the ñCIDò command to dynamically set the IP address using DHCP.  The 

ñIPò command provides the current IP address whether it is dynamically or statically 

assigned. 

The default IP address is 192.168.1.55 

The default subnet mask is 255.255.255.0 

The default gateway address is ñò (null) 
The default name server address is ñò (null) 

The default port is 1000 

Note:  The set parameters will not take affect until the current connection for the 

effected media is closed.  If the media is not connected then the parameters will take 

affect right away.  The connection can be closed by the host closing the connection, 

inactivity time has expired, power down/up or the ñLOCò command being received.  

Note: The Ethernet Point Repeater defaults to dynamic IP mode. 

 

Examples   
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Command: CIS192.168.1.46,255.255.255.0  

Response:  CIS192.168.1.46  

Remarks: set IP address to ñ192.168.1.46ò and the subnet mask 

toò255.255.255.0ò.  No gateway address and name server were set.  

 
Command: CIR 

Response:  CIR,192.168.1.46,255.255.255.0,,,1000  

Remarks: the Ethernet Point Repeaterôs IP address is ñ192.168.1.46ò and 

the subnet mask is ò255.255.255.0ò.  No gateway address and name server 

were set.  The default port of 1000 is being us ed 

 
Command:

 CIS192.168.1.55,255.255.255.0,192.168.1.200,192.168.1.199,1300  

Response:  CIS  

Remarks: the Ethernet Point Repeaterôs IP address is ñ192.168.1.55ò and 

the subnet mask is ò255.255.255.0ò.  Gateways is ñ192.168.1.200ò and 

the name server is ñ192.168.1.199ò.  Gateway and the name server are 

necessary pushing a connection outside of the LAN.  The port number is 

1300.  
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óCIDô- Configure DHCP 

 

Command Options CID<S|R|C> 

S ï set the DHCP settings 

R ï read the DHCP settings 
C ï clear the saved fallback dynamic IP address 

 

Command/Response Syntax 
Command:  CIDSdynamic,fallbackstatic 

Response:  CIS 

Command:  CIDR  

Response:  CIDR,dynamic,fallbackstatic 

Parameters Where:   

dynamic ï (T/F) use DHCP to dynamically set the IP address, subnet mask, 

gateway, name server and SMTP server. 

fallbackstatic ï (T/F) If the Ethernet Point Repeater cannot find the DHCP 
Server and the Ethernet Point Repeater has not previously had an IP address 

assigned, it will fall back to the static IP address settings.  If this parameter 

is ñFò, the Ethernet Point Repeater will fall back to the IP address ñ0.0.0.0ò. 

 

Login Level Login Level:  CIDS ï Configure 

CIDR  ï Data 

CIDC  ï Configure 

 

Description Use the ñCIDò command, to use the static IP address settings or have the IP address 

settings dynamically assigned.  Use the ñIPò command to read the current IP settings.   

Note: The Ethernet Point Repeater defaults to dynamic IP address mode and fall 

back to the static address (set with the ñCISò command and defaults to 

ó192.168.1.55ô) if dynamic IP fails if no previous dynamic IP address was assigned. 

Note:  The set parameters will not take affect until the current connection for the 

effected media is closed.  If the media is not connected then the parameters will take 

affect right away.  The connection can be closed by the host closing the connection, 

inactivity time has expired, power down/up or the ñLOCò command being received. 

 

Examples   

Command: CIDST,T  

Response:  CIDST 

Remarks: Set to dynamically assign IP address using DHCP.  If the  IP 

address cannot be assigned then fallback to either the previous dynamic 

address or the static address  
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óCIPô- Configure TCP/IP Ports 

 

Command Options CIP<S|R> 

S ï set the TCP/IP ports 

R ï read the TCP/IP ports settings 
 

Command/Response Syntax 
Command:  CIPSreserved, cmdport 

Response:  CIPS 

Command:  CIPR 

Response:  CIPR,0, cmdport 

Parameters Where:   

reserved ï reserved field. 

cmdport ï the command TCP/IP port (default: 1000).  If set to 0 then the TCP/IP 

command port will not respond. 

 

Login Level Login Level:  CIPS ï Configure 

CIPR ï Data 

 

Description Great care must be taken when using this command.  You can unintentionally change 

these setting in such a way that you may not be able to access the Ethernet Point 

Repeater via TCP/IP. 

Note:  The set parameters will not take affect until the current connection for the 

effected media is closed.  If the media is not connected then the parameters will take 

affect right away.  The connection can be closed by the host closing the connection, 

inactivity time has expired, power down/up or the ñLOCò command being received.  

 

Examples   

Command: CIPS0,2000  

Response:  CIPS0 

Remarks: Will listen at port 2000 for connection attempts  
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óCMô ï Configure/Read Media Callout Table 

 

Command Options CM<S|R|C> 

S ï set the Media Callout Table parameters 

R ï read the Media Callout Table parameters 
C ï clear the Media Callout Table parameters 

Command/Response Syntax Command:  CMStries,time between tries(cCpath)1...(cCpath)n 

Response:  CMS 

Command  CMR 

Response:  CMR, tries,time between tries(cCpath)1...(cCpath)n 

Command:  CMC 

Response:  CMC 

Parameters Where:   

tries ï the number of times to try this media path (1-255) 

time between tries ï the number seconds the Ethernet Point Repeater waits 
before calling (1-65535 seconds) 

C ï media choices: óTô ï TCP/IP; óRô ï Command Radio; óSô ï Local Serial 

port 

c  ï communication port number.  For port number of 1 this value is 

optional and assumed. 

path ï media connection path.  For TCP/IP:  host name:port or ñip 

address:portò number (ex. 192.168.1.30:1000).   If port is not specified, 

then the default is assumed to be 1050.  For Serial ports: path is a 

wakeup string to be sent.  (80 characters maximum) 

1..n ï number of media callout entries.  A maximum of 3 can be configured. 

 

Login Level Login Level:  CMS ï Configure 

CMR  ï Data 

CMC  ï Configure 

Description Media Callout Table command instructs the Ethernet Point Repeater how to make a 

connection when a Periodic Interval Callout occurs.  The Ethernet Point Repeater 

will try the first entry in the Media Callout Table the number of specified tries before 

moving to the next Media Callout Table entry.  If Ethernet Point Repeater receives a 

valid command during this process, the Ethernet Point Repeater will halt execution 
of the Media Callout logic.  If the Ethernet Point Repeater does not receive a valid 

command during the execution of the Media Callout logic, the Ethernet Point 

Repeater will halt execution with the last try of the last entry in the Media Callout 

Table and wait for the next Period Interval Callout.  

For the ñRò and óSô media types, the Ethernet Point Repeater will wait up to 30 

seconds from when the path string is sent for a response (command) from the host.  It 

the Ethernet Point Repeater does not receive a valid command, the push attempt is 

considered failed.  If a valid command is received, the Ethernet Point Repeater will 

consider it as a successful connection. 

The Ethernet Point Repeater will wait 20 seconds for a TCP/IP connection. 

Use the ñIDò command to help in troubleshooting the Media Callout Table. 
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 Note: For the TCP/IP path, if a host name is used, the Name Server parameter must 

be specified in order for the Ethernet Point Repeater to resolve the name to an IP 

address.  See the ñCIò and ñIPò commands. 

Examples  

Command:  CMS5,20(T192.168.1.29:1000)  

Response:  CMS5 

Remarks: try each media 5 times with 20 seconds between tries.  The 

first media to call is TCP/IP at address ñ192.168.1.29ò at port ñ1000ò.   

 
Command: CMR 

Response:  CMR,5,60(T192.168.1.29:1000)  
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óCMPô ï Configure/Read Media Callout Periodic Interval 

 

Command Options CMP<S|R> 

S ï set the Media Callout Periodic Interval 

R ï read the Media Callout Periodic Interval 
 

Command/Response Syntax Command:  CMPSperiodic interval 

Response:  CMPSperiodic interval 

Command  CMPR 

Response:  CMPR, periodic interval 

 

Parameters Where:   

periodic interval ï The number of seconds before attempting to connect a 

destination as defined in the Media Callout Table.  0 turns off the 

Periodic Interval Callout. 

 

Login Level Login Level:  CMPS ï Configure 

CMPR ï Data 

 

Description 
The periodic timer interval determines how often the Ethernet Point Repeater 

attempts to connect to a destination using the Media Call Out table. 

 

Note:  If you have the Ethernet Point Repeater initiating a connection to your host, 

set the Periodic Interval to a value large enough to allow connection attempts to 

reach the Ethernet Point Repeater.  The unit has only one socket that can do both 

accepting and initiating connections.  If you make the Periodic Interval too small 
then you might have difficulties making a connection to the Ethernet Point Repeater. 

  

Examples  

Command:  CMPS60 

Response:  CMPS60 

Remarks:   Will initiate a connection attempt sequence using the Media 

Callout table every 60 second s.  

 
Command: CMPR 

Response:  CMPR,60 
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óCPDô & óCPCô ï Configure Login Passwords 
 

Command/Response Syntax Command:  CPDdata password 

Response:  CPD 

Command:  CPCconfigure password 

Response:  CPC 

Parameters Where:   

data password ï login data password (7 characters maximum).  Enter a 

blank password to clear. 

config password ï login config password (7 characters maximum).  Enter a 

blank password to clear. 

 

Login Level Login Level:  CPD ï Configure 

CPC ï Configure 

 

Description Ethernet Point Repeater can control access to the medias through passwords.  There 

are two levels of password access.  For ñDataò login, Ethernet Point Repeater allows 

access to the setup and status information.  For ñConfigureò login, Ethernet Point 

Repeater allows the same access as the ñDataò login as well as access to change any 

of the setup information.  If the Configure login password is blank, the Ethernet 

Point Repeater will assume the Data Login password for the Configure Login.  Use 

the Login command ñLIò to control and gain access. 

To clear the passwords, you must set the Data password to blank and then the 

Configure password to blank. 

Note: Login password is case sensitive. 

Note: Pass-Thru is enabled, sensor packets are sent without a login being required. 

Note: If you forget your password, you will not be able to change or read the setup in 

the Ethernet Point Repeater.  You will have to reset the Ethernet Point Repeater to 

factory defaults and set up new passwords. 

 

Examples  

Command: CPDadata  

Response:  CPDadata  

Remark:  The ñDataò login password was configured to ñadataò. 

 
Command: CPCaconfig  

Response:  CPCaconfig  

Remark: The ñConfigureò login password was configured to ñaconfigò. 
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óCRô  - Configure Radio 

 

Command Options CR[S|R] 

R ï read radio parameters 

S ï set radio parameters 

Command/Response Syntax Command:   CRS network id, hoptable 

Response:  CRS network id 

Command:   CRR 

Response:  CRR,network id, hoptable 

Parameters Where:   

network id ï network identification  

hoptable ï frequency hop table setting 

 

Login Level Login Level:  CRS ï Configure 
CRR ï Data 

 

Description The Radio media is an option and typically a spread-spectrum 900Mhz radio that can 

receive sensor packets and exercise the Ethernet Point Repeaterôs command/response 

protocol.  The default is 505 for the network id and 5 for the hop table. 

Note:  The set parameters will not take affect until the current connection for the 

effected media is closed.  If the media is not connected then the parameters will take 

affect right away.  The connection can be closed by the host closing the connection, 

inactivity time has expired, power down/up or the ñLOCò command being received.  
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Examples  

Command: CRS399,1  

Response:  CRS399 

Remarks: Set the radio option to hop table 399 and netw ork id 1  

 
Command: CRR 

Response:  CRR,505,5  

Remarks: The radio is set to hop table 505 and network id 5  

 

Standard Radio Settings 

 

Channel Network 

Address 

Network 

Hop 

Table 

1 399 1 

2 398 2 

3 397 3 

4 395 4 

5 555 5 

6 901 6 

7 

(default) 

505 5 
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 óCTô ï Configure Media Ports 

 

 

 

 

Command Options CT<S|R> 

S ï set the Media port parameters 

R ï read Media parameters 

 

Command/Response Syntax Serial Commands 

Command: CTSmeidainstanceSbaud, parity, data 

Response: CTSmeidainstanceSbaud 

Command: CTRmeidainstanceS 
Response: CTRmeidainstanceS ,baud, parity, data 

Radio Commands 

Command: CTSmeidainstanceRradiocommands 

Response: CTSmeidainstanceRradiocommands 

Command: CTRmeidainstanceR 

Response: CTRmeidainstanceR , radiocommands 

Parameters Where:  (Serial) 

mediainstance - 1 ï serial port; 2 ï receiver port 

baud ï  baud rate of the serial port  
(1200,2400,4800,9600,19200,38400,57600 and 115200)  (default is 

2400 baud.) 

parity -  óNô ï no parity; óOô ï odd parity; óEô ï even parity; ó2ô ï two stop 

bits and no parity.  (default is no parity) 

data ï data bits: 7 or 8 (default is 8 data bits) 

(Radio) 

mediainstance - 1 ï command radio port 

radiocommands ï radio command separated by the ó;ô delimiter.  The radio 

commands are commands that are normally sent with the AT 
command.  (18 characters maximum). 

 

Login Level Login Level:  CTS ï Configure 

CTR ï Data 
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Description The ñCTò command sets and reads particular media parameters.  Use the ñCTò 

command to set the serial, and radio media parameters. 

Note:  The set parameters will not take affect until the current connection for the 

effected media is closed.  If the media is not connected then the parameters will take 

affect right away.  The connection can be closed by the host closing the connection, 
inactivity time has expired, power down/up or the ñLOCò command being received. 

 

 

 

 

 

 

 

 

Media 

Designation 

Physical 

T Ethernet 

S Serial Port 

R 900 Mhz or 2.4 Ghz transceiver 

Examples  

 
Command: CTS1S9600,N,8  

Response:  CTS1S9600 

Remarks: set the serial port to 9600 baud, no parity and  8 data bits.  
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óCTBô ï Set Simple Protocol 

 

Command/Response Syntax Command:  CTB 

Response:  CTB 

 

Login Level Login Level:  CTB ï None 

 

Description With some of the media like the Command Radio, the Ethernet Point Repeater 

requires the use of the <SOH>CRC16<CR> protocol.  If the "CTB" command is 

received, the Ethernet Point Repeater will allow commands to be processed sent 

using the simple protocol.  The Ethernet Point Repeater remains in this mode until 

the media is closed usually from inactivity timer expiring. 

 

Examples  

Command: <SOH>CTB254F<CR> 

Response:  <SOH>CTB254F<CR> 

Remarks:  Ethernet Point Repeater will now accept command sent using 

the simple protocol.  
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óCXô ï Configure Packet and TCP Watchdogs 

 

Command Options CX<S|R> 

S ï set packet and TCP  Watchdogs 

R ï read  packet and TCP Watchdogs 

Command/Response Syntax 
 

Command:  CXSpackettime,tcptime,override 

Response:  CXSpackettime 

Command:  CXR 

Response:  CXR, packettime,tcptime,override,watchdogflag 

 

Parameters Where:  

packettime ï (0 to 65535 seconds) if the Ethernet Point Repeater does not 

receive a packet within this time, Ethernet Point Repeater will reset 

itself.  0 ï turns watchdog off.  3600 ï default. 

tcptime ï (0 to 65535 seconds) if the Ethernet Point Repeater does not 
establish a connection with a host, whether initiating or receiving the 

connection, within this time, Ethernet Point Repeater will reset itself.  0 

ï turns watchdog off.  900 ï default. 

override ï ñFò (default) ï The Ethernet Point Repeater will not engage the 

TCP watchdog if the RS485 port or the UDP port is in Pass-Thru 

mode;  ñTò ï The Ethernet Point Repeater always engages the TCP 

watchdog. 

watchdogflag ï ñTò  ï The Ethernet Point Repeater has the TCP watchdog 

engaged; ñFò ï the Ethernet Point Repeater does not have the TCP 

watchdog engaged either because the RS485 port or the UDP port is in 
PassThru mode. 

 

Login Level Login Level:  CXS ï Configure 

CXR ï Data 

 

Description 
The Ethernet Point Repeater has two watchdog functions monitoring packet 

reception and TCP connections.  If the Ethernet Point Repeater detects a problem 

(basically lack of activity) it will reset itself to try to remedy the problem. 

 

If the Ethernet Point Repeater does not receive a packet through any of its media 
within the packettime, the Ethernet Point Repeater will reset itself. 

 

If the Ethernet Point Repeater does not establish a TCP/IP connection, either 

initiating or receiving the connection, within the tcptime, the Ethernet Point Repeater 

will reset itself.  If the override flag is False, the Ethernet Point Repeater disables the 

TCP watchdog if the either the RS485 port is in Pass-Thru mode or the UDP port is 

in Pass-Thru mode.  If the override flag is True, then the TCP watchdog is always 

monitoring. 

 

 

Examples  
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Broadcast mode 
Command:  CXR 

Response:  CXR,3600,900,F,T  

Remarks:  Packet watchdog is set to fire at 1 hour.  The TCP watchdog 

is set to fire at 15 minutes.  The override flag is false and the TCP 

watchdog is engaged.  

 
Command:   CXS7200,1800,T  

Response:   CXS7200 

Remarks:  set t he packet watchdog to 2 hours and the TCP watchdog to 

30 minutes.  Always have the TCP watchdog engaged.  
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 óCYDô ï Configure UPD Pass-Thru Destinations 

 

Command Options CYD<S|R|D> 

S ï set UDP Pass-Thru Destination entry 

R ï read the contents of the UDP Pass-Thru Destination entry 
D ï delete UDP Pass-Thru Destination entry 

Command/Response Syntax 
 

Command:  CYDDrow 

Response:  CYDDrow 

Command:  CYDR 

Response:  CYDR,count,domainname,destination_ip1[:port1] 

[,..,destination_ipn[:portn]]  

Command:  CYDSdestination_ip1[,..,destination_ipn] 

Response:  CYDSdestination_ip1 

 

Parameters Where:  

row ï row number starting at 1 of the entry in the UDP Pass-Thru 

Destinations table. 

count ï number of entries in the UDP Pass-Thru Destinations table. 

domainname ï optional domain name of the destination. (maximum 60 

characters) 

destination_ipn ï destination IP address entry  (5 maximum entries) 

 

Login Level Login Level:  CYDD ï Configure 

CYDS ï Configure 
CYDR ï Data 

 

Description 
UDP Pass-Thru Destination table contains a list of destinations that the Ethernet 

Point Repeater will pass through (repeat) sensor packets to.  The Ethernet Point 

Repeater manages the UDP Pass-Thru Destination table differently depending on the 

mode. 

 

Broadcast mode:   Only one entry will exist in the table: "255.255.255.255". 

 

Discovery mode:  The Ethernet Point Repeater will add entries into the UDP Pass-

Thru Destination table when it receives discovery UDP packets. 
 

Set destination mode:  The Ethernet Point Repeater will add entries into the UDP 

Pass-Thru Destination table when it receives the "set destination" UDP packet.  

Additional entries can be added using the "CYDS" command.  While in this mode, 

the Ethernet Point Repeater will accept a domain name as an entry.  Only one 

domain name entry will be accepted.  The Ethernet Point Repeater will place 

"0.0.0.0" in the first entry in the table until the domain name is resolved to an IP 

address.  The resolved IP address is then placed in the first entry.  In order for the 

Ethernet Point Repeater to use the domain name, the "name server" field must be 

specified through the "CIS" command or dynamically assigned through DHCP. 

Additional destination IP addresses can be added. 
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Examples  

 

Broadcast mode 
Command:  CYDR 

Response:  CYDR,1,,255.255.255.255  

Remarks:  The Ethernet Point Repeater returns the broadcast address 

in the first entry  

 
Set desintation mode  

Command:   CYDSwww.acme.com 

Response:   CYDSwww.acme.com 

Remarks:  set a destination domain name  

Command:   CYDR 

Response:  CYDR,1,www.acme.com,0.0. 0.0  

Remarks:  the domain name has not been successfully resolved yet  

Command:   CYDR 

Response:  CYDR,1,www.acme.com,127.0.0.1  

Remarks:  the domain name has been successfully resolved.  
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óCYPô ï Configure UDP Pass-Thru Parameters and 
Discovery 

 

Command Options CYP<S|R> 

S ï set UDP Pass-Thru Parameters and Discovery 

R ï read UDP Pass-Thru Parameters and Discovery 

 

Command/Response Syntax 
Command:  CYPR 
Response:  CYPRmode,discovery,passthrulisten,tries,locator,ptmode,port 

Command:  CYPSmode,discovery,passthrulisten[,tries,locator,ptmode,port] 

Response:  CYPSmode 

 

Parameters Where:  

mode ï UDP Pass-Thru mode:  

"N" ï no Pass-Thru;  

"B" ï broadcast;  

"D" ï discovery;  

"S" ï set destination. 

discovery ï ("T" or "F") respond to UDP discovery requests 

passthrulisten ï ("T" or "F") listen for upd Pass-Thru packets 

tries ï number of times to transmit sensor packets via UDP (1 to 255) 

locator ï character that represents where a sensor packet entered the 

repeater network.  (" ", "a"-"z" and "A"-"Z"). 

ptmode ï Pass-Thru mode: 'S' ï Standard. 

port ï port to receive or send Pass-Thru packets and discovery request. 

 

Login Level Login Level:  CYPS ï Configure 

CYPR ï Data 
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Description 
You can select from 4 modes that instruct the Ethernet Point Repeater how to repeat 

packets received through any of the media through the UDP channel. 

 

Broadcast mode: When the Ethernet Point Repeater receives a sensor packet 

through any of the media, the Ethernet Point Repeater will repeat this packet by 

broadcasting the packet to the network using UDP.  All network devices within this 
network segment listening on port will hear this packet. 

 

Discovery mode:  If the Ethernet Point Repeater receives a discovery UDP packet, 

the Ethernet Point Repeater will take the source IP and add it to the Pass-Thru 

Destination table.  The Ethernet Point Repeater will start repeating sensor packets to 

the source IP address.  If the Ethernet Point Repeater does not receive the discovery 

upd packet within 15 minutes, the Ethernet Point Repeater will remove the source IP 

address from the Pass-Thru Destination table.  The Ethernet Point Repeater will then 

stop repeating packets to that destination.  The discovery UDP packet will need to be 

sent periodically in order for the Ethernet Point Repeater to continue to repeat sensor 

packets to the destination. 

 
Set Destination mode:  If the Ethernet Point Repeater receives a Set Destination 

UDP packet, the Ethernet Point Repeater will add the destination IP address that is 

embedded as parameter in the UDP packet to the UDP Pass-Thru Destination table.  

The Ethernet Point Repeater will start repeating sensor packets to the source IP 

address.  If the Ethernet Point Repeater does not receive another Set Destination 

UDP packet within 15 minutes, the Ethernet Point Repeater will remove the source 

IP address from the Pass-Thru Destination table.  The Ethernet Point Repeater will 

then stop repeating packets to that destination.  The Set Destination UDP packet will 

need to be sent periodically in order for the Ethernet Point Repeater to continue to 

repeat sensor packets to the destination. 

Examples  

Command:  CYPR 

Response:  CYPR,N,T,F,1,,S,6767  

Remarks:  default: passthru disabled, respond to discovery requests, 

do not listen for udp passthru sensor packets.  

 
Command:  CYPSS,T,F, 1,z,S,6767  

Response:  CYPSS 

Remarks:  set to "set destination mode", response to discovery 

requests, do not listen for udp passthru sensor packets, repeat once, 

locator is 'z', use Standard passthru mode and use port 6767  
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 óIDô ï Information Delivery 

 

Command/Response Syntax Command:  ID  

Response:  ID,state,try,params,periodic interval remaining 

Parameters Where:   

state ï current of the media callout state machine: ñNoneò, ñWait Clearò, 

ñTestò and ñAttemptò 

try ï attempt count if the state is not ñNoneò  

params ï media information of the current row in the Media Callout Table 

periodic interval remaining ï the number of seconds before the next 

interval attempt occurs.  ñnaò when disabled or in the midst of an 

attempt. 

Login Level Login Level:   Data 

 

Description The ñIDò command provides information about the state of the Media Callout Table 

when it is trying to make a connection with host.  Use this command to help 

diagnose problems with the Media Callout Table. 

state definitions are:  

ñNoneò ï Ethernet Point Repeater is not trying to make a connection 

ñWait Clearò ï just disconnected and waiting for delay or the media is 

currently being used and wait for it to be free 

ñTestò ï Ethernet Point Repeater is activity pushing because a ñPò 
command was issued 

ñAttemptò ï Ethernet Point Repeater is currently trying to establish a 

connection 

  

Example  

Command: ID  

Response:  ID,None,na,na,25  

Command: ID  

Response:  ID,Wait Clear,1,T192.168.1.40:1050,na  

Command: ID  

Response:  ID,Wait Clear,2,T192.168.1.40:1050,na  

Command: ID  

Response:  ID,Wait Clear,2,T192.168.1.40:1050,na  

Command: ID  

Response:  ID,Wait Clear,2,T192.168.1.40:1050,na  

Command: ID  

Response:  ID,None,na,na,59  

Remarks: The commands/response show a sequence for when a success push 

was made from the Ethernet  Point Repeater to a host at ip address 

192.168.1.40  

  




