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Introduction

Overview

The Point Manager is a staatbne data server designed to process and serve data
received from wireless Point Sensors. The Rdiaager receives data packets from

Point Sensors, processes the data and makes the data available via command,
asynchronous transmissions and through dynamic HTML (viewable from a standard
web browser). Commands can Bkmedsient over

Serial Port,
Ethernet (TCP/IP), and
900 Mhz/2.4 Ghz command radio (optional).

The Point Manager contains a time of day clock, battery backed RAM, and flash
programmable memory. It is fully configurable, both locally and remotely. It can
storeconfiguration information for up to 100 sensors having a combined maximum
of 200 I/O points.

The Point Manager has several options for receiving Point Sensor data:
Internal:
418/433 Mhz Receiver, or

900 Mhz/2.4 Ghz radio (used with 900 Mhz/2.4 Ghz Psansors,
and Point Repeaters), or

RS-485 Port

External:
418/433 Mhz Point Manager receiver,
418/433 Mhz high performance receiver,

900 Mhz/2.4 Ghz TZR transceiver (used with 900 Mhz/2.4 Ghz Point
sensors, and Point Repeaters) (option on the Poinadyéa)

direct serial

The Point Manager was built with the flexibility needed to satisfy varied user
requirements. Conceptually there are several modes of operation that allow the user
to balance simplicity, costs, precision, and timeliness.

Point Manager Manual Introduction e 7



Monitoring - The easiest way to get information from the Point Manager is to view
the current sensor values. This can be accomplished with a Web browser (no
software coding required) or polling by a host. Both alarms and data are available.

Collectingi Snapshots dhe current sensor values can be periodically stored in a
Historical Log. The snapshots can be retrieved for later analysis. The Point
Manager can be thought of as a remote data logger.

Concentrating Key changes in a sensor reading, sensor age ensystrameters
can trigger records to be logged into an Event Log.

Notifyingi Each event can be configured to trigger the Point Manager to notify a
host. The Point Manager can notify a host by either pushing a connection through the
Ethernet (TCP/IP), samand radio or one of the two serial ports. The Point

Manager can be configured to notify up to 5 host destinations trying each destination
until the event is confirmed delivered. The Point Manager can also send emails
using SMTP to send text messagedéstination hosts notifying them of events.

Controli The Point Manager has several biiltcontrol functions. Outputs are

used to control the output sensor. Outputs can be tied to events so that when an

event fires the Point Manager can send an ouatgtinn. Timers are used to send

out puts at precise intervals. iMat chesd¢
additional control functions. Scheduled Outputs are used to set an output based on a
day of week schedule.

The Point Manager is a data loggfeat can be used to store data while the Point
Manager is not connected to a host computer. Thelagging feature can be used

in applications where the connection is temporary and short or not 100 percent
reliable. The datéogging feature can be &d as a backup in case communications

is lost through the Ethernet connection. The Point Manager stores a snap shot of all
the current readings of the sensors in a Historical Log at preset intervals of time.

The Point Manager contains the ability to geterrevents (exceptions) and alarms.

The Point Manager can detect conditions with the sensor or the internal system that

will generate events. The events can be logged to an Event Log and can initiate the
Point Manager to push a connection through theratt, command radio or one of

the two serial ports to a host computer. The host computer then does not need to be
always connected and polling the Point Manager. The Point Manager can inform the
host of the exceptions by establishing the connectiol. itse

The Point Manager can deliver the Historical and Event Log records to a web server
in XML form. The Point Manager can initiate the process periodically or when an
alarm occurs. This functionality makes it easy to have the Point Manager deliver
data fom behind a firewall (the Point Manager looks like to the firewall a Browser
that is running on a PC). Having the data in XML format makes it straightforward to
process the data by the web server.

PointWare is an application designed to manage and rimeimtadreds of Point
Managers. Ask your dealer from more information about this application.
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Models

Model Media Description
PT Manager 4.9 | Ethernet Port Point Manger is ready to receive
S.485 1 Serial Port transmissions from 900 Mhz
sensors, 900 Mhz Point
Built in 900 Mhz Repeaters., 418 Mhz sensors an
transceiver wired RS485 sensors. (Shown ¢

Built in 418 Mhz
receiver

1 RS485 Port

cover page of manual.)
Transmissions can be sent throu
the 900 Mhz transceiver or RS4§
port to output sensors.

PT Manager Ethernet Port The built in receiver only receive
4.S.485 . data from 418 Mhz sensors.
1 Serial Port
Command cannot be sent throug
Built in 418 Mhz this receiver. Transmissions carn
receiver be sent to the RS485 port to
1 RS485 Port output Sense.
PT Manager Ethernet Port Point Manager is ready to receiv
900.S.485 1 Serial Port transmissions from 900 Mhz
sensors, 900 Mhz Point Repeate
Built in 900 Mhz and wired RS485 sensors.
transceiver Transmissions can be sent throu
1 RS485 Port the 900 Mhz transceiver or RS48,
port to output sensors.
PT Manager Ethernet Port Point Manager is ready to receiv
433.24 S.485 1 Serial Port transmissions from 2.4 Ghz
sensors, 2.4 Ghz RdiRepeaters,
Built in 2.4 Ghz 433 Mhz sensors and wired
transceiver RS485 sensors. Transmissions (¢
. be sent through the 2.4 Ghz
BU|It_|n 433 Mhz transceiver orgthe RS485 port to
receiver
output sensors.
1 RS485 Port
PT Manager Ethernet Port The built in recever only receives
433.5.485 . data from 433 Mhz sensors.
1 Serial Port
Command cannot be sent throug
Built in 433 Mhz this receiver. Transmissions carn
receiver be sent to the RS485 port to
1 RS485 Port output sensors.
PT Manager Ethernet Port Point Manager is ready to receive
24.S.485 1 Serial Port transmissions from 2.4 Ghz
sensors, 2.4 Ghz Point Repeater
Built in 2.4 Ghz and wired RS485 sensors.
transceiver Transmissions can be sent throu

1 RS485 Port

the 2.4 Ghz transceiver or the
RS485 port to output sensors.

Point Manager Manual

Introduction e 9



PT Manager
S.485

Ethernet Port
1 Serial Port
1 RS485 Port

No built-in transceiver or receive
Transmissions can be sent to thg
RS485 port to output sensors.

PT Manager UPS

Option for the all Point Managers
to provide an uninterruptible
power supply function.

10 e Introduction
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Connecting the Point Manager

Overview: Connecting

The Point Manager has four communication ports: Eth&r@&/IP, builtin 900/2.4
Mhz/Ghz Radio an RS232 serial port and an RS485 port. The Point Manager will
respond to commands on all ports except for the RS485 port. The Point Manager
canplace calls or make connections thast computer through each of these ports.
The Point Manager with the built 418/433 Mhz receiver can only receive sensor
data. It cannot process commands or initiate connectiongytintbis receiver.

Before using the Point Manager, you should carefully evaluate the communication
resources available at the site where the Point Manager will be installed.

Power & Activity —

Ethernet Link —

Power Conéction Etherrét Port Re/set 418/433 I)hz Receiver

Point Manager Manual Connecting the Point Manager o 11



/ / /

418/433 Mhz Receiver Local Serial Port 900 Mhz/2.4 Ghz Tranceive

\

900 Mhz/2.4 Ghz Tranceive RS-485 Port
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Setup & Startup

Depending on your specific unit, thread the supplied antenna(s) to the antenna
connector(s) to the Point Manager. Make you use the 418/433 antenna (typically a
dipole antenna) with the 418/433 connector and the 900/2.4namiéth the 900/2.4
connector.

If using Ethernet, connect the-R3 cable to the Point Manager (use a straight when
connecting to a LAN; use a crossover cable when connecting directly to a PC). The
green light will light if there is an active Ethernet nection. See the following

section for more information.

Connect the provided power supply to the Point Manager. When power is applied,
the Point Manager will turn on the red power light. The red light indicates that the
Point Manager is functioningt may take a few seconds before the power light is
turned on. The Point Manager also uses the red power light to indicate reception of a
packet from a Point sensor. The Point Manager will blink the red light momentarily
indicating a packet has been reee and processed.

NOTE: If you are using the buiin 418/433 Mhz receiver or an external receiver,

install the antenna or the receiver unit as far away as possible (minimum of 2 feet)
from the Point Manager and any electronics equipment. These devicexlte

noi se at 418/ 433Mhz that wil!/ di mi ni sh

Etherneti TCP/IP

LAN Connection

Check with your network administer before connecting the Point Manager to a
LAN.

Dynamic IP Address

By default the Point Manager is capabldéeing assigned an IP address

automatically by the network if the network has a DHCP Server. Connect the Point
Manager using a straight through Ethernet cable to the LAN. Connect power to the
Point Manager. I f t he OGatManagerest Li nkd
connected physically and electrically to the LAN.

The next task is to obtain the IP address assigned to the Point Manager. Run the
Discover utility that came with your Point Manager (or obtain the utility from your
dealer). Using the Disver utility, note the IP address for this Point Manager. To
view the Point Manager's web page using the Discover tool, right click over the
Point Manager entry and then select "Browse" from the pop menu. The Discover
utility will start the browser angoint it to the Point Manager's web page.

Another method to finding the IP address is to connect via the serial port with your
PC. Follow the instructions as described in the section that follows called "Serial
Ports" and issue the "IP" command.

Static IP Address

In order for the Point Manager to communicate TCP/IP, it needs an IP address,
network mask, and possibly a gateway address. You may need to consult with your
network administrator to determine these parameters. Chances are you will have to

Point Manager Manual
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chang t he Point Manager 6s default | P addr
mask 255.255.255.0, no gateway address and port 1000 and turn off dynamic IP
address mode. You can change these sett
commands through any of the comanications ports. If you need to use the Ethernet
port to change these settings see the ne

Example

Command: <"B>CIDSF,F<CR>
Response: <"B>CIDSF<CR>
Remarks: turn off dynamic IP mode.

Command: <"B>CIS192.168.1.46,255.255.255.0, 192.168.1.200<CR>

Response: <"B>CIS192.168.1.46<CR>

Remarks: set | P address to fi192.168.1.460, $ubnet
to0255.255.255. 00 and gateway to fA192.168.1)200f.

<"B> is STX (02H). Press Ctrl and B using a terminal emulation program.
<CR>is ODH. Press Enter using a terminal emulation program.

Connect your Point Manager through its Ethernet port to the LAN with a straight
through Ethernet cabl e. The O0Ethernet
Ethernet physical connection. To test if the connadsovalid and the Point

Manager is set up properly, use the Ping utility on your computer and ping the Point
Manager 6s | P address. Use your Internet
information. You can also use the Discover tool to locate tha Rtainager if you

do not know its IP address.

Direct to PC

The Point Manager can be connected directly to a computer through the Ethernet

port by a crossover network cable. You may need to change the TCP/IP settings on

your PC and/or the settings in theift Manager. If the Point Manager's address

cannot be automatically assigned, the Point Manager will default to address
192.168.1.55, subnet mask of 255.255.255.0 and port 1000. You will need to set the
computerds address togambaddulersest onr tdhtea
Manager 6s address to match the computeré
on a computer running the Windows operating system, follow these steps: select the
foll owi ng 6éNetwdrkr>0 IT CHPA nl Pl 8 T,CP/K sdrvieecfor yoturh e

net wor k car d; ->lhPo oAsded r6ePsrsodp; e rcthioeoss e 6 Spec
(example: 192.168.1.40 255.255.255.0); and fill in the initial values for subnet

mask and IP address. View the LAN connection status or run |PCORgBify

changes. When finished changing the IP address and connecting the computer to the
Point Manager, use the Ping utility on your computer and ping the Point Manager to
verify your settings and connection. Use your Internet browser to view thie Poin

Manager HTML information.

Browser
Once you have your Point Manager connected and configured for TCP/IP
communications, start the browser on you

IP address where you would normally enter an URL (Ex. Address: 192.968 If
you have successfully made the connection, your browser should show the title
APoint Manager o and a header row for the

14 e Connecting the Point Manager Point Manager Manual



Serial Port

The Point Manager has an external serial port. A receiver, modem, cell modem or
PC can be connected. The serial port can receive packet information from a receiver
or receive commands and send responses. The Serial Port is an RS232 DTE device
and requires a NULL modem cable to connect to a computer. Point Manager uses
RS232 commnication parameters of 19200 baud, 8 data bits, 1 stop bit and no

parity. The Point Manager does use RS232 handshaking lines. If connecting to a PC
through a NULL modem, it is best to turn off handshaking mode in your
communication program

Note: whilewaiting for commands, the Point Manager will send a "+++" or "ATZ"

string periodically in an attempt to find an attached modem. When a command is
received, the Point Manager will not send these strings until the inactivity timer

expires and the Point Mager goes back to waiting for command mode. Any

application that uses the Serial Port directly through the RS232 connection must be
able to tolerate asynchronously sent AAT

Command Radio (Option)

The Command Radio is a 900 Mhz/2.4 Ghz draiver used to receive sensor

packets from 900 Mhz/2.4 Ghz sensors and Point Repeaters and send commands to
the Point Manager. Use the ACRO commanc
Mhz/2.4 Ghz sensors and Point Repeaters must be set to the sanparadieters.

The default parameters are A5050 for the
(Channel 7).

Modem Support (Option)

Modem Usage

The Point Manager will support an external modem attached to the Serial Port that
uses the AT command set. TharRdlanager will set up the modem to listen for
incoming connection attempts and to initiate connection attempts. The modem port
is an RS232 DTE device with the following handshaking lines supported: DTR for
entering command mode or hang, DCD to deteriine if there is a connection, and
CTS and RTS for data flow control. The default communication parameters are
19200baud, 8 data bits, no parity and 1 stop bit. Use a striightDB9 RS232

cable to connect the Point Manager and the modem.

The Point Maager has buiin support for four modems: AT Hayes compatible
dialup modem, MultiTech MultiModem GPRS Wireless Modem, Enfora GSM1218
and ConnectOne iModem. Other modems can be used simply by modifying the
modem command strings of the Point Manager.

Oncea connection is made, the Point Manager will support all the Point Manager
commands.

Point Manager Manual
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Pl ease see the following commands for mc
I MMo . The appendi x section called fAMode
use a modem witRoint Manager.

RS-485 Port

The RS485 Port is used to connect 85 wired sensors (2 wire). These sensors

can be multidropped (more than one sensor connected to the RS485 port). Point
Manager provides optional power through the RS485 connector. The

communication parameters for the port are 19200 baud, 8 data bits, 1 stop bit and no
parity. The following shows the connector pin out:

Pin Description

RX+ + communication signal

RX- - communication signal

Gnd Ground

PWR Optional output power to pa@v sensors.
9 Volts DC, 100 milliamps maximum

Registering Sensors

By default the Point Manager is ready to automatically register a sensor into the
Sensor Table when the service button is pressed at the sensor. View the Point
Manager's I/0O Status pagsing the browser. Press the sensor's service button. Wait

5 seconds or more and then press the sensor's service button again. The I/O Status
page is refreshed every 15 seconds so you may heed to wait up to 15 seconds to view
the newly added sensor (aress the refresh button on the browser). The Point
Manager will make an entry in the Sensor Table for every sensor that is added.

Sensor Packets

Point Sensors send either standard packets or extended packets. Standard packets
consist of a 28 ASCIil hexadecimal character string terminated with a carriage

return (ASCII 13) (29 bytes altogether). The first two characters defines a packet
type that specifies the content for the
Packet Specidsthesandard padketdExtended pdekets are 75 bytes

of binary data and contain an embedded standard packet. The extended packet

contains information like sensor battery usage and transmission count. Extended
packets are descrirbckad i Poitrmte Sleorcuare nRa il
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Common Software Tools

Software

Discover Utility

Discover utility identifies Point Managers on a network. It lists Point Managers

found using the UDP Discovery feature. The Discover provides key properties of

the Pint Manager: name, type, IP address, firmware version and other

communication parameters. The Discovery provides a convenient launch pad to

| aunch the web browser pointing to the F
launch HyperTerminal or Telnet tomrnect to the selected Point Manager. Contact

your dealer to obtain this utility.

PC Utilities and Tools

The interface to the Point Manager was designed to meet common standards and be
easy to use. You can use common software that either comes witRhGour

operating system or can be purchased to diagnose common problems and to
communicate with the Point Manager. You can useramunication program that

has terminal emulation to get familiar with the Point Manager commands and
communicgions. Once you are familiar with the commands, you can automate the
communications using common development programming languages.

Here are some examples of common software:

Microsoft Windows
Pingi simple program to test the TCP/IP connection.

Telneti simple program to send commands and see responses via TCP/IP.
Note: Point Manager uses port 1000 as default.

Winipcfgiut i ity that shows the computer
Ipconfigiut i I ity that shows the computer &

HyperTerminal provides terminal emulation program to communicate via
TCP/IP and serial port. Note: HyperTerminal can answer calls via
TCP/IP but does not work very well with the Point Manager in this
mode because HyperTerminal echoes characters it receives.
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Procomm (Symiatec)i third party program provides terminal emulation
to communicate via TCP/IP and serial port.

Note: The easiest way to configure a sensor is to read the default information and
then copy that string to a text editor, edit it, and copy it back todimmunications
progr am. For more information see the f

Other Operating Systems
Pingi simple program to test the TCP/IP connection.

Telneti simple program to send commands and see responses via
TCP/IP. Note: Point Manager uses port 188@lefault.

Applications

PointWare is an application designed to manage and maintain hundreds of Point
Managers. It uses the MS SQL Server 2000 to hold collected data and setups. Ask
your dealer from more information about this application.
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Point Manager Functions

Overview of Point Manager Functions

Broadly speaking, the Point Manager has two main functions: Data Acquisition and

Control.
Data Acquisition
Ethernet Serial Modem (opt.) 900 Mgrzel)?(?edri;)a(li)nternal
TCP/IP

A A

Email

Dynamic Pass Thru Media
HTML & Pass Callout

\ Thru Media Table
Callout
Table /

Command Processof

Y

Event & Alarm Event Log Currentl/O | Historical
Processor Readings Log

XML Delivery %

Point Sensor
Packet Processor

900 Mhz Radio (internal / 418 Mhz Receiver

or external) (internal or external)

Point Manager Data Acquisim Function Diagram
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The Web Pages

Point Manager displays a menu at the top of the page. You can select either I1/O
Status (which is the default file), Events or Controls. I/O Status page shows a list
and the state of the I/O that are set up. The Eves shows the events in the

Event Log. The Controls page shows the status of the Scheduled Output controls.
The Controls page is described more fully in the Controls section.

In the menu section, the Point Manager also shows the name of the Point Manager
and the date and time when the page was created.

I/O Status

The following is an example illustrating the 1/0O Status page on your browser:

< Point Server - Microsoft Internet Explorer

File Edit View Favorites Tools Help )','
Store 202
04/20/04 08:10:05 (UTC -5)
1/O Status Events Control Status
I/O Status

Sensor ID Age Srv Last Reading Units
Blocked state

Entrance Counts | 000000006C306030 @ 1 2146 count

8713267 opens
6659340 | count

Water Meter | 00000000001F0DAS | 15 9.0 v
112 SEC
0.0 Rate
Inside RE  D40000000BIERD28 | 26 ) it
693 5
Blocked state
4Counter | 000000004C206030 | 3 0 S
1580622  |opens
29 count
732 F

SFastCntTemp | 0000000000309E50 | 1
114 SEC
0.0 Rate

When the ADisplay Batteryod switch is t
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{j Point Manager - Windows Internet Explorer E_JE|E|

(3 £ http:/1192,168.1,30/ v *+|| X R~
S i |@Point Manager ‘ | B B - o - [rpage v @FTook v
Store 203
08/15/08 16:35:56 (TZ=-5 DLS)
L'O Status Events Control Status
I/O Status
Sensor D Age(sec) Srv Est Batt Life Last Reading Units
Room_A22 0000000004307480 ) X |[100% 12/23/08 731 F

Dione €D Internet Fo00% v

The 1/O Status page has the followifigJds or columns:
Sensofi hame given to the sensor
ID i serial number of the sensor

Age’i number of seconds since the last reading was received (0 to 65535).
66 indicates that the Point Manager
from the sensor.

Srv- sensor data was transmitted in response to the service button being
pressed on the transmitter.

Est Batt Lifel shows the amount in percent of the battery life remaining
and the date the battery is estimated to expiré. n & ldattery mete
is not supported by this sensor.

Last Reading shows the data from the sensor. Each I/O point is shown a
separate line.

UnitsT units of the readings.
The web page is automatically refreshed every 15 seconds.

Point Manager will show thatasensorim a fist ate of concerno
row in the color yellow. The Point Manager will indicate the specific concern by
showing the text red.

The Point Manager displays Analog and Integer I/O point data in engineering units.

Note: I f tiC&EGatiisngi 8PARyed for the Last
indicating that there is error in the setup for the sensor. The I/O point type defined
by the setup does not match the I/O point type of the physical sensor.

Example

This example shows how tortstruct the sensor table and shows the resulting Point
Manager output on the I/O Status page.
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Command: <"B>CSC<CR>

Response: <"B>CSC<CR>

Remarks: Clear the sensor table of all sensors.

Command: <"B>CSS1,D40000000B1FBD28,Inside RH(A1.0,0,%RH,0,0,0)
(A0.1125 ,32,F,1,0,0),2<CR>

Response: <"B>CSS1<CR>

Remarks: Confi gure this sensords |/ O points. T
Analog with scale 1, offset 0, units %RH, and decimal places 0. The

second I/O point is scale 0.1125, offset 32, units F (degrees

Farenheit) and de cimal places 1.

<"B>is STX (02H). Press Ctrl and B using a terminal emulation program.
<CR> is ODH. Press Enter using a terminal emulation program.

Remar k s: Here is the table with
59 seconds sae this sensor last transmitted.
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